PathQuoteSpaces

The destination string buffer must be long enough to hold the return file path

Sean Barnum, Cigital, Inc. [vita']
Copyright © 2007 Cigital, Inc.
2007-04-02

Part "Original Cigital Coding Rule in XML"

Mime-type: text/xml, size: 4133 bytes

Attack Category

e Madlicious Input

Vulnerability Category

+ Buffer Overflow
¢ Unconditiona

Softwar e Context

e String Management
e String Parsing

L ocation

» shlwapi.h

Description

The destination string buffer for the
PathQuoteSpaces() function must be long enough to
hold the return file path.

The PathQuoteSpaces() routine searches the string
for spaces. If they are present, it adds quotation
marks at the beginning and end of the string. If
spaces are present, it will expand the string by at
most two characters. The string buffer must be large
enough to accommaodate these extra characters.

APIs

Function Name Comments
PathQuoteSpaces

PathQuoteSpacesA ANSII implementation
PathQuoteSpaceswW Unicode implementation

Method of Attack

Exception Criteria

This routine could potentially expand the input string
by two characters (quotation marks on beginning and
end). If the string is not declared to have extra space,
it could overflow the buffer. This could allow an
attacker to crash the program or potentially exploit a
buffer overflow problem. However, since the routine
will overflow at most two characters, thereislimited
ability to do anything particularly dangerous.

Solutions

Solution Solution Solution
Applicability | Description Efficacy
Whenever The buffer Effective.
PathQuoteSpacesfeferred to

isused. by the sole

1. http://buildsecurityin.us-cert.gov/bsi/about_us/authors/35-BS|.html (Barnum, Sean)
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parameter must
have room

for at least

two additional
characters. Best
practiceisto
ensure that the
buffer is at least
MAX_PATH
+2 charactersin
length.

Signature Details void PathQuoteSpaces(
LPTSTR Ipsz

);

Examples of Incorrect Code TCHAR path[] = TEXT("C:\\Program
Files\\Foo"); // Note: Buffer is
too small and will overflow
LPTSTR | psz = pat h;

Pat hQuot eSpaces(| psz);

Examples of Corrected Code TCHAR pat h[ MAX_PATH+2] = TEXT("C
\\Program Files\\Foo"); // Note:
Buffer is correctly sized

LPTSTR | psz = path;

Pat hQuot eSpaces(| psz);

Sour ce Reference e http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/shellcc/platform/shell/

reference/shlwapi/path/pathquotespaces.asp?

Recommended Resour ce

Discriminant Set Operating System +  Windows
L anguages e C
o C++
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